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1. Summary

Standard Windows users can access the configuration file for database access of
the BRAINZ2 application and decrypt it.

2. Affected Products
BRAIN2 Version <3.06

3. Mitigation

- Deactivate not needed users or delete them
- Ensure that only authorized users have access to the device/software

4. Solution

Update to the newest Version 3.06

5. Technical Details

The folder for the configuration file can now only be opened by the administrator. The
configuration file is also encrypted using hardened encryption.

6. CVSS Rating
The CVSS Base Score is rated at 9.3 (Critical)
CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

7. References

8. Timeline

- 2025-05-28 Release new BRAIN2 Version 3.06
- 2025-06-23 Publish Security Advisory
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